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JMI organises one week GIAN course on “Cyber Security Control and Sensing Technology for future
Smart Grids”

The Department of Electrical Engineering, Jamia Millia Islamia(JMI) organized a one-week virtual (Global
Initiative of Academic Network) GIAN course on “Cyber Security Control and Sensing Technology for
future Smart Grids”, from 23rd May 2022 to 27th May 2022. The course was sponsored by the Ministry
of Education, Government of India. The foreign guest speaker for the course was Prof Jahangir Hossain,
University of Technology, Sydney, Australia and the course coordinator was Prof Tarikul Islam, Dept of
Electrical Engineering,JMI.

The inaugural function of the course was held on 23rd May 2022 in the presence of Chief Guest, Prof
Naresh P Pady, Director, MNIT Jaipur, the special guest Prof Ahmed Lakhssaasi, University of Quebec,
Canada, the guest of honour, Prof Mini S Thomas, (Ex director NIT Trichi), Prof Ibraheem, Dean F/O
Engg. & Tech., HOD, Prof M Khan, Local GIAN coordinator, Prof Atqur Rahman. The function was
presided over by JMI Vice-Chancellor Prof. Najma Akhtar.

In her address the Vice Chancellor highlighted the importance of the course in the present scenario
where threat of cyber attacks is increasing and the requirements of trained professionals,
entrepreneurs, and engineers to develop robust and secured future smart grids.

With the advancement of software-controlled digital IC technology, cyber security emerges as a growing
threat across the globe. The cyber attack can be regarded as a software war disrupting the crucial
establishment of any country including financial services, intelligent services, electricity supply chain,
etc. In case of cyber-attacks on smart grid, the crucial grid’s datareceived from various intelligent
sensors, controllers, relays etc are manipulated by the hackers. The subsequent monitoring and control
mechanism based on this manipulated data have catastrophic effects on grids affecting the electricity
supply chain. Therefore, this is an important issue and we must be aware of such challenges to make our
system fault-tolerant or the corrective measures must be taken before any failure happens.

In his inaugural address, the course coordinator Prof Tarikul Islam highlighted the importance and
relevance of the course in various services including the smart grids. A brief introduction about the GIAN
scheme, the introduction about the department and the introduction of F/O Engg. & Technology were
given by the Local GIAN coordinator, HOD, Electrical Engg. Dept. and Dean F/O Engg & Technology
respectively.

Prof. Ahmed Lakssasi highlighted the challenges of security issues and the possibility of collaborative
research for providing solutions. Prof. Mini S Thomas gave an overview of cyber security issues in smart
grids.

The chief guest illustrated the complexity of the Indian grids and the hurdles for integrating various
green energy sources to the Indian grid system because of the geographical location of India. He then
emphasized the urgent need for a solution to face the growing challenges of cyber-attacks and the
advancement of sensing technology for future grids.

The function ended with a vote of thanks by Prof Shakeb A Khan.
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